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This document shall be reviewed and updated in accordance with the City of Aurora organizationally defined timeframe for cyber security policy and procedure reviews. All reviews should occur at least annually or whenever significant changes in the technical or operating environment occur.
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[bookmark: _Toc205307112] S u m m a r y 
[bookmark: _Toc196122457][bookmark: _Toc205307113]Introduction

As the City of Aurora embraces advancements in artificial intelligence, it is essential to establish guidelines for the responsible and ethical use of AI technologies. This policy outlines the framework for incorporating AI tools into our operations while safeguarding our community's values, legal standards, and data security. 
[bookmark: _Toc196122458][bookmark: _Toc205307114]Purpose

This AI Policy (the “Policy”) describes the City of Aurora’s (the “City”) policy regarding the use of artificial intelligence technologies (AI) used to improve city operations or deliver improved services to constituents.
[bookmark: _Toc196122459][bookmark: _Toc205307115]Scope

This Policy applies to all City of Aurora departments, employees, contractors, and agents. It should be read in conjunction with all other City of Aurora policies.
[bookmark: _Toc196122460][bookmark: _Toc205307116]Maintenance

This policy will be revisited annually and updated as needed to reflect evolving technologies, legal obligations, standards, emergent risks, audit findings, etc. Reviews may be triggered sooner by changes to frameworks such as Criminal Justice Information Services (CJIS), International Organization for Standardization (ISO), National Institute of Standards and Technology (NIST), Americans with Disabilities Act (ADA) Title VI, etc., to ensure continued alignment and compliance.
[bookmark: _Toc205307117]Definitions

· Artificial Intelligence: Technologies that enable systems to automate tasks, analyze data, generate content, and make decisions by mimicking human intelligence—enhancing efficiency, scalability, and user experience across IT operations and services. There are many different types, including:
· Analytic AI: AI systems designed to identify patterns, insights, and trends from data
· Predictive AI: AI systems that forecast future outcomes or behaviors based on historical data
· Generative AI: Artificial intelligence technologies designed to generate content
· Machine Learning (ML): A subset of AI that enables systems to learn from data, identify patterns, and make decisions with minimal human intervention.
· Licensed Software: Software that is distributed under a formal license agreement, which outlines how it can be used, shared, or modified. This also includes commercial software that requires payment or registration and may include open-source software (OSS)
· Partner: An organization or entity delivering services on behalf of the City or supplying services to the City
· Personally Identifiable Information (PII): Any data that can be used to identify, contact, or locate an individual, either on its own or when combined with other information. See City PII Data policy (under development) and Acceptable Use Policy for more details. Some examples are: 
· Full name (first and last name)
· Home address	
· Email address (personal or work, if identifiable)
· Social Security Number (SSN)
· Driver’s license number
· Date of birth
· Protected Health Information (PHI): Information about an individual’s health status, medical care, or payment for healthcare that can be linked to a specific person, typically protected under laws like HIPAA. Some examples are:
· Names associated with health information
· Medical record numbers
· Health plan beneficiary numbers
· Account numbers (e.g., insurance account)
· Dates related to an individual (e.g., birthdate, admission/discharge dates)
· Unlicensed Software: Software that is used without a formal license agreement in place. This may include open-source, freeware, or other software made available without traditional licensing terms—but it can also refer to software being used outside of its intended or permitted use

[bookmark: _Toc205307118] R o l e s  a n d  R e s p o n s i b i l i t i e s 
[bookmark: _Toc196122462][bookmark: _Toc205307119]Chief Information Officer

Leads technical strategy and ensures AI use aligns with IT infrastructure and data governance standards.
Chief Information Security Officer

 Ensures that AI systems are deployed, and used in a secure, complaint, and ethical manner and proactively    manage the unique security challenges of AI across the organization.
[bookmark: _Toc196122463][bookmark: _Toc205307120]AI Governance Chair

[bookmark: _Toc196122464][bookmark: _Toc205307121]Oversee a transparent, efficient process for evaluating and selecting AI technologies.  The CIO in absence of a formal Committee or a designee assigned by the CIO.	Comment by Karumuri, Leela: Add Chief Information Security Officer	Comment by Karumuri, Leela: Add CISO role
Legal and Compliance (City Attorney or Privacy Office)

Evaluates the legal, regulatory, and privacy implications of the proposed AI uses.
[bookmark: _Toc196122465][bookmark: _Toc205307122] Director, Cyber & Technology Risk

Assesses risks related to data security, system vulnerabilities, and compliance with cybersecurity protocols.
[bookmark: _Toc196122466][bookmark: _Toc205307123]Director, Data Analytics

Ensures data quality, provenance, and appropriateness in coordination with the Data Owners and Data Stewards for training or use in the proposed AI system.
[bookmark: _Toc196122467][bookmark: _Toc205307124]Petitioner/ Department Representative

Provides context on operational needs, potential benefits (internal or constituents). Advocates for the proposed solution. 
[bookmark: _Toc196122468][bookmark: _Toc205307125]Finance/Procurement

Reviews cost considerations, vendor risks, and procurement policy compliance.
A vendor risk assessment must be completed before initiating procurement. See “Vendor Risk Management Program” under “Policy Adherence” section below. 
[bookmark: _Toc205307126]Human Resources

Assess staff implications, training needs, and redesign job/task, if applicable.
[bookmark: _Toc205307127]External Advisor / Academic or Industry Expert

Offers an independent perspective on emerging risks, ethics, technologies, and best practices. Provides subject matter expert (SME) that City may be lacking internally. 

[bookmark: _Toc205307128] A I  P o l i c y
[bookmark: _Toc196122474][bookmark: _Toc205307129]Use of AI

Work-Related Use: AI technologies may be used for work-related purposes, subject to the oversight and guidance of the City’s AI Governance Committee (AGC). The AGC will approve, prohibit, or set limitations for proposed AI tools and use cases.
Licensed AI Tools: 
Use is generally permitted if:
· The AGC has approved the tool and its specific use case.
· Use complies with this Policy (and any relevant policies), contractual limitations, and any restrictions imposed by the AGC.
· A list of approved tools and use cases will be maintained on the City’s intranet. Refer to “Policy Adherence” section.
Unlicensed AI Tools: 
The use of unlicensed AI on City of Aurora systems or with City of Aurora data is generally prohibited. Exceptions may be granted by the AGC for specific tools and use cases. Only individuals or groups expressly approved by the AGC may use unlicensed AI tools.
Approval Process: Employees must request approval from the AGC via Service Desk (ITServiceDesk@aurorda.il.us) if there is a perceived need to: 
· Use a new AI tool
· Use an approved tool for a new use case
· Use an unlicensed AI tool
All other tools and use cases are strictly prohibited. 
Examples of Approved Uses (subject to quality control and restrictions on protected information):
· Summarizing publicly available information
· Brainstorming ideas for City of Aurora initiatives
· Drafting internal communications
· Summarizing and simplifying complex documents, excluding confidential materials
· Translating text into other languages
· Assisting with basic IT troubleshooting
· Developing code or performing quality assurance
· Analyzing large datasets to identify trends or anomalies for city planning or resource allocation.
· Developing predictive models for forecasting infrastructure needs, public safety incidents, or service demand.
·  Optimizing operational efficiencies through machine learning algorithms in areas like traffic management or waste collection.
·  Assisting with data classification and categorization
Examples of Prohibited Uses:
· Using AI without quality control measures
· Using AI for illegal or harmful activities
· Using AI for communications to the public without specific approval
· Using AI to transcribe confidential meetings without specific approval
· Using AI for hiring or employment decisions
· Entering inputs into AI to elicit outputs containing sensitive information the user is not authorized to access
· Using AI to process or generate CJIS-classified or other highly sensitive data
· Using AI to create or distribute hateful, obscene, harmful, or illegal content, including harassment or nonconsensual intimate imagery
· Using AI for discriminatory profiling or biased decision-making in areas like law enforcement, social services, or resource allocation
· Deploying predictive models without regular auditing for accuracy, fairness, and unintended consequences
· Using AI to make high-stakes, irreversible decisions without human review

[bookmark: _Toc196122475][bookmark: _Toc205307130]Limitations on Use

Restrictions on Confidential Information: Sensitive or protected information (e.g., Personally Identifiable Information (PII), Personal Health Information (PHI), financial data, legal documents) must not be entered into AI tools unless expressly authorized by the AGC. Approved uses involving sensitive data must include appropriate safeguards.
Restrictions on Use of Outputs: Legal review is required before integrating AI outputs into City of Aurora products, software, or external communications.
Employee Responsibility: Employees are responsible for the accuracy, appropriateness, and reliability of all AI outputs. Review by qualified personnel is required. AI must not be used as a substitute for the employee's own judgment and expertise. 
To support employees in meeting the responsibilities in using AI, the AGC will ensure the City provides ongoing education, guidance, and technical support. This includes providing:
· Introductory and role-specific training modules
· A list of approved and prohibited AI Tools along with the authorized use cases for each and any imposed limitations. This list will be maintained as new approvals and prohibitions are established and will be made accessible to everyone in the organization. Refer to “Policy Adherence” section.
· Regular updates on best practices and new capabilities
· Access to internal support channels for questions or troubleshooting
Employees are encouraged to complete training and to seek guidance when uncertain about appropriate use. The City is committed to supporting staff as we integrate AI into daily work in a thoughtful and responsible way.
Training programs will be reviewed annually and updated to reflect changes in technology, regulations, statutes, standards, etc., that may be relevant to AI use. 
Accuracy of Statements: All statements regarding the City’s use of AI must be accurate and not misleading.
Verification of Outputs: Employees must critically evaluate all AI outputs for potential inaccuracies, biases, and "hallucinations." This includes:
· Fact-checking content generated by AI
· Identifying potential biases in the training data that may affect outputs
· Ensuring that AI output is aligned with the City’s ethical standards and values
See section “Oversight in AI Applications” (below) for more details on human oversight responsibilities.
[bookmark: _Toc196122476][bookmark: _Toc205307131]Recordkeeping, Monitoring, and Security

The City of Aurora is required to adhere to the Illinois Local Records Act as well as the City of Aurora’s Retention Schedule, however the AGC will determine if the minimum recordkeeping requirements should be extended beyond those identified in the Illinois Local Records Act and the City of Aurora’s Retention Schedule for each approved use case. The best practice the AGC will implement is to ensure that approved tools provide an audit trail accessible to the City, as needed. This may vary by technology or use case, but the requirements must be defined prior to implementation or adoption.
All AI use will be monitored for security purposes. Employees should have no expectation of privacy in their AI use as referenced in the City Acceptable Use Policy. All interactions with approved AI tools may be logged, audited, and reviewed as stated in the City Acceptable Use Policy.
Unauthorized use of AI tools may result in access restrictions or disciplinary action.
As part of the recordkeeping and monitoring, the City will mandate that when current vendors add AI to existing products, they must supply updated disclosures regarding use of City data, and that the conditions contained within these disclosures must be acceptable to the City before the functions are approved for personnel use. Additionally, as products are renewed, the City will require vendors to supply updated disclosure information on data protection and use for any updated products.
See SOP #7 AI Governance Committee (AGC) Approval Process for more details on the AGC. 
[bookmark: _Toc205307132]Enforcement

Violations of this Policy may result in disciplinary action, up to and including termination as outlined in the City Acceptable Use Policy. 
[bookmark: _Toc205307133]Resources

City of Aurora Intranet 
The City’s intranet will host: 
· A list of approved and prohibited AI tools, use cases, and imposed limitations
· If a tool or technology is not listed, the presumption is the AGC must approve the technology before use
· Information on the AI approval process
· Guidance on responsible AI use
· Training materials and resources
[bookmark: _Toc205307134]Data Protection, Confidentiality, and Partner Considerations

Protecting Sensitive Information: 
The City of Aurora recognizes the importance of protecting Personally Identifiable Information (PII), Protected Health Information (PHI), and other confidential City of Aurora or constituent data. The use of such data in any AI tool is strictly prohibited unless explicitly approved, in writing, by the AGC.
Explicit Approval Process:
· Requests to use PII or other confidential data in AI tools must be submitted to the AGC for review
· The Committee will evaluate the request, including the specific tool, the intended use case, and the safeguards in place to protect the data
· Approval will only be granted if the use is deemed necessary, appropriate, and compliant with all applicable laws and regulations
Data Security and Safeguards:
· When using approved AI tools with sensitive data, employees must adhere to the City’s data security and data protection policies and procedures. Refer to “Policy Adherence” section
· Technical, administrative, and physical safeguards must be in place to prevent unauthorized access, disclosure, or misuse of the data
Employees should apply data minimization principles, using only the minimum amount of sensitive data necessary for the approved use case. 
Prohibition on Use of Unlicensed Tools: 
PII and confidential City of Aurora data are strictly prohibited from being used as input in any unlicensed AI tool or any licensed AI tool which does not ensure said PII will remain private and secure.
Constituent Data and Partner Agreements: Before using AI in connection with any work involving external partners, employees must: 
· Confirm with the Legal Contracts Team that such use is permitted under the terms of the applicable partner agreement(s)
· A “partner” is a third party (for example a 501(c)(3)) delivering services for the City)
· Verify that the use and potential sharing of constituent data with a third party (including a provider of AI) is permitted
· If required, ensure that the constituent is provided with a privacy notice and given the opportunity to opt out of data sharing
[bookmark: _Toc205307135]Accessibility Considerations

The inclusion of accessibility standards and accommodations in policies governing AI is essential to ensure equitable access for all constituents, including multilingual and disabled individuals. 
Key Accessibility Considerations for AI
· Multilingual Support
· Ensure AI systems can generate outputs in multiple languages to serve diverse linguistic communities
· Incorporate translation and localization capabilities to adapt content to cultural nuances and regional dialects
· Disability Accommodations
· Design AI systems to produce outputs compatible with assistive technologies, such as screen readers and voice recognition software
· Include features like text-to-speech and speech-to-text functionalities for individuals with visual or hearing impairments
· Ensure outputs are formatted for easy readability, including high-contrast text and simplified language options
· Compliance with Accessibility Standards
· Align AI systems with established accessibility guidelines, such as WCAG (Web Content Accessibility Guidelines) and Section 508 of the Rehabilitation Act, and other relevant City guidelines
· Conduct regular audits to ensure compliance and address any gaps in accessibility
· Bias Mitigation
· Implement safeguards to prevent biases in AI outputs that could disadvantage disabled or multilingual constituents
· Train AI models on diverse datasets to ensure inclusivity in language, tone, and content
[bookmark: _Toc205307136]Issue Response and Reporting


Employees must immediately report any harmful, biased, inaccurate, or privacy-violating outputs generated by AI tools to their manager and the Service Desk (ITServiceDesk@aurora.il.us). A designated reporting process will be established, including:
· Immediate Action: Stop the use of the problematic output and notify the appropriate supervisor
· Documentation: Record details of the incident, including the nature of the issue and the context of the AI's use
· Reporting Mechanism: Submit the incident through the City’s official reporting channel for review and corrective action
This process ensures swift identification and resolution of issues, reinforcing accountability and ethical AI use.

[bookmark: _Toc205307137]Oversight in AI Applications


To ensure accountability, accuracy, and ethical compliance, all employees utilizing AI systems are required to maintain active human oversight of AI outputs when they are directly using the output.
When staff cannot review responses in advance (e.g., a search bot on the website used by constituents), the system should ensure transparency by including links to the source web pages used to generate the answers. It should also provide an issue reporting mechanism, typically routed to the service desk without allowing direct modification of the model by the constituent reporting the issue (i.e., to avoid risks such as prompt poisoning and constituent bias). 
Active human oversight practices include, but are not limited to, the following:
· Human-in-the-Loop for High-Stakes Use Cases: For applications involving critical decision-making, sensitive information, or public-facing communications, employees must review, validate, and, where necessary, modify AI-generated outputs before dissemination or implementation
· Accountability for AI Outputs: Employees are responsible for the quality, accuracy, and appropriateness of all AI-generated content they use. This responsibility includes ensuring outputs aligned with organizational values, legal requirements, and ethical standards
· Risk Mitigation: In scenarios where AI outputs could significantly impact individuals or communities, employees must assess potential risks and take corrective actions to prevent harm or misinformation
· Documentation and Transparency: Employees should document their oversight process, including any modifications made to AI outputs, to ensure transparency and traceability in decision-making
· Training and Awareness: Employees will receive training on best practices for human oversight in AI applications, including recognizing biases, inaccuracies, and ethical concerns in AI outputs
[bookmark: _Toc205307138]Policy Adherence 

The policy does not override any existing policies or regulations that impose more stringent requirements regarding data handling, sharing, access, privacy, or security. In instances where a conflict arises between this policy and a more restrictive policy, the stricter provisions shall take precedence. For reference, key related policies are outlined in the table below.
	Policy Title or Document
	Policy or Document Link

	Data Classification and Digital Protection Policy
	Classification and Digital Protection of City Data Policy 

	Acceptable Use Policy
	COA Acceptable Use Policy

	Vendor Risk Management Program
	IT Vendor Risk Management Program

	IT Security Policy
	CoA Information Security Policy

	AI Tools-Authorized and Unauthorized
	AI Tools Status
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