
 

 

ePursuit – March/April 2017 

 



 

 

PRESIDENT’S MESSAGE    
Lynn Edwards, MBA, RHIT, CHSP, lyynnedwards@yahoo.com  
President 
 
The Washington D.C. Advocacy Summit experience in April included a view of 
leadership visiting our Capitol, US Congresspeople and US Senators was 
enlightening and inspiring. I am privileged to have attended at this time in my 
career. But, I envy those of you who will be able to do this earlier in your 
professional life and to find for yourselves that our nation’s leaders are 
accessible and do listen.  
 
At the Conference, 49 states and territories were represented by at least 2 AHIMA/CSA members. Laurie 
Miller, our outstanding Director of Advocacy, attended the meeting with me. She has attended this meeting 
four times and she was invaluable in calming any anxiety in the process. She provided a steady hand with a 
ton of enthusiasm. She even provided token gifts of photos of Oregon with reference to OrHIMA for each of 
our visits.  
 
Each of the CSAs were assigned to visit our relative state senators and representatives of our specific 
districts. Walk- boy, did we walk. From one office to another on “Capitol Hill”. Lines of casual visitors, 
political interest groups, lawyers, local politicians and our AHIMA group queued to go through security and 
then find our appointed offices. 
 
Our appointments with our Senators Wyden and Merkley were held with their respective clerks who 
had a wide range of healthcare knowledge. We were fortunate to meet with Congressman Greg Walden, 
one of our Congressmen. In our 20-minute meeting, we discussed the issue of “Patient Matching” and 
the importance of avoiding duplicate records including the cost to quality and revenue. Laurie managed a 
delightful discussion of some of the local color in Oregon, Congressman Walden’s upcoming town hall 
meetings, and some of the times, people and places that she and Mr. Walden share.  
 
I feel so blessed for this experience and the time spent with OrHIMA as a volunteer. I look forward to 
seeing all of you at the Annual Convention May 11-13, 2017. 
 
Best…Lynn  
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Professional’s Perspective –  
Healthcare: Encrypting Data in Transit for Compliance Is Easy 

Bud Walder, VP of Marketing & Sales 

DataMotion  

According to a HIMMS survey report, less than half non-acute providers 

encrypt patient information when moving it from one place to another, and 

about a third of acute-care aren’t encrypting data in transit as well. From the 

report: 

“This means that the providers that are not encrypting data are sending protected health information and 

other data in the clear, leaving such data susceptible to being breached by eavesdropping, packet sniffing, or 

other means. Additionally, the lack of encryption means that data may be tampered in transit—thus, there is 

little assurance that the sender’s data has fidelity with the receiver’s data. Tampering with such information 

may have an adverse effect on clinical operations, administrative operations, and/or patient care.” 

HIMSS 2016 Cybersecurity Survey Finds Providers Are Enhancing Cybersecurity Programs but 

Improvements Needed 

Modern Healthcare News reporting on the survey, published this quote: “People view encryption and security 

in general as a hindrance to their work,” said Lee Kim, director of privacy and security at HIMSS North 

America. “They have to swallow that vitamin. It’s yucky, but it’s good for you.” 

Health IT pros are worried about hacking, but many still don’t encrypt 

Good news! Encryption does not have to be a hindrance to workflows. Applying automation and integrating 

encryption into email and file attachment processes is pretty easy to do – and doesn’t even cost that much. 

Many healthcare providers are using desktop email encryption to share PHI with patients and other providers 

securely, and in compliance with HIPAA. Subscriptions to cloud based email encryption services work with any 

email provider and client, and on any device (desktop or mobile). 

http://www.himss.org/news/himss-2016-cybersecurity-survey-finds-providers-are-enhancing-cybersecurity-programs-improvements
http://www.himss.org/news/himss-2016-cybersecurity-survey-finds-providers-are-enhancing-cybersecurity-programs-improvements
http://www.modernhealthcare.com/article/20160819/NEWS/160819909
https://www.datamotion.com/products/securemail/securemail-desktop/?__hstc=12150571.ad3ea5d69c98d02e636da03280cc8b79.1493217779242.1493217779242.1493217779242.1&__hssc=12150571.9.1493217779243&__hsfp=3136218250


 

 

Larger organizations can easily add a policy filter which scans all email and attachments for PHI – and if found 

– routes them for encryption automatically. New techniques leverage widely used TLS encryption, which 

makes it transparent for the recipient too by delivering 

the message and files securely, but without the need for 

portals, downloads or encryption keys. 

Almost all EHR systems now support Direct Messaging – 

which can be used to exchange medical records and 

structured C-CDA documents with other EHR systems at 

other providers and healthcare facilities. Direct 

Messaging is similar to email encryption, but it is a 

specialized service designed for clinical applications, and requires a separate Direct Messaging address and 

service provider (HISP). Direct is often integrated as a messaging and file exchange feature of the EHR, but it 

can also be used as a standalone messaging service – just like web-based email. 

All this enables providers to easily encrypt data in transit – and in so doing – achieve HIPAA compliance for 

their data exchanges with other clinicians, and even with patients. 

About Bud Walder –   
Bud Walder is the VP of Marketing and Sales for DataMotion.  Mr. Walder is a senior product marketing and 
product management leader with excellent written and oral communications skills, and a sales results focus 
developed over 30 years in global technology and communications markets: 
 
Mr. Walder has –  
- Successfully launched multiple product lines and product categories for Dialogic, Intel, and Brother 
- Managed global product portfolio and led teams responsible for over $120M revenue production 
- Thought leader, at home presenting in large audience venues, industry forums and customer events 
- Consistent development / delivery of top ranked webinar projects, lead gen, conversion and sales training  
- Developed and led tiger team initiatives to accelerate customer engagement and new product adoption  
- International business experience in APAC and EMEA with customers, markets and OEM relationships 
- Award winning early career sales performer that regularly met or exceeded quota 

 
AHIMA – Demonstrating Your HIM Leadership: Donating to the Cause 
 
HIM professionals show their leadership in healthcare every day. HIM professionals show their leadership 
through small and large actions such as helping mentor young professionals entering the field, volunteering 
as a leader in your state, or promoting the value of the HIM profession in your organization. The AHIMA 
Foundation, the philanthropic affiliate of AHIMA, is asking you to lead the cause and make a difference in 
an HIM member’s life by making a donation to the HIRO fund. 

https://www.datamotion.com/products/securemail/securemail-gateway/?__hstc=12150571.ad3ea5d69c98d02e636da03280cc8b79.1493217779242.1493217779242.1493217779242.1&__hssc=12150571.9.1493217779243&__hsfp=3136218250
https://www.datamotion.com/datamotion-securemail-delivery-via-safetls/?__hstc=12150571.ad3ea5d69c98d02e636da03280cc8b79.1493217779242.1493217779242.1493217779242.1&__hssc=12150571.9.1493217779243&__hsfp=3136218250
https://www.datamotionhealth.com/solutions/direct-secure-messaging-3/
https://www.datamotionhealth.com/solutions/what-exactly-is-a-hisp/
https://www.datamotionhealth.com/solutions/direct-secure-messaging-community-web-portal/


 

 

 
The AHIMA Foundation created the Health Information Relief 
Operation (HIRO) Fund, an ongoing recovery source to assist 
communities of health information professionals whose personal 
or professional lives have been severely disrupted by a natural or 
man-made disaster. HIM professionals in areas affected by 
disasters face a unique challenge as they struggle to piece back 
together their own lives while working to recover as much of their 
community’s patient information as possible. Your gift today can 
make all the difference in helping a friend tomorrow. 
 
Leading After the Storm: Be What Matters 
 
A 2016 recipient of financial assistance from the HIRO Fund was Jehnna Fonentot, RHIA, one of seven 
applications we received after the severe flooding in Louisiana last year. Fonentot had to evacuate her 
home due to the flooding. She needed assistance to provide for the everyday needs of her family and 
support to allow her to continue working when transportation became a challenge. Thanks your donation, 
we were able to assist this member during this time of great need. She expressed her appreciation for the 
support from the HIRO Fund, noting “This truly has been a blessing and it will help me out. A little bit goes a 
long way and I am happy to be part of a group that gives back in times of needs.” 
 
You can make a difference for members just like Ms. Fonentot, struggling to piece back together their own 
lives, while in many cases, helping to restore healthcare services in their local communities. Help the 
AHIMA Foundation reach more members than ever whose lives and neighborhoods have been affected by 
disaster. Can you be the HIM leader making a difference in a member’s life? Make a donation to this 
extremely important cause. 
 
For Members Affected by Disaster 
 
AHIMA members in recently declared disaster areas are invited to submit an application for up to $500 to 
assist in their efforts to return to work while recovering from the disaster. Eligibility includes:  

• Applicant must live and/or work in a county that has been declared a FEMA-designated disaster 
area within the past 12 months 

• Applicant must have an active registered AHIMA membership prior to the date that the county was 
declared a FEMA disaster area 

All applications will be verified by the member’s local CSA  
 



 

 

Apply for Financial Assistance 
 
This is not the last year that disasters will strike, but it will be the last year that victims of these tragedies 
have to do without the immediate support of their HIM colleagues—but only with your help and support. 
Make a donation. 
 
Leading Disaster Planning and Recovery: Toolkits 
 
As HIM professionals, you are bound to the overall management of data, its confidentiality, privacy, and 
security. It is important to stay abreast of proper disaster planning protocols and take advantage of the 
available tools. Refresh your knowledge and skills regarding how to appropriately respond to external 
requests for health information from victim’s family, the media, and law enforcement in a disaster 
situation. Click here for the AHIMA Disaster Planning and Recovery toolkit; free to AHIMA members. 

 
 

 
Noridian Fiscal Intermediary Update 
 
Noridian’s Medicare Part B Provider Outreach and Education Department is providing your Association with 
our latest news and updates. Noridian and CMS look to Associations to help facilitate communication of the 
following items to your members. It is our goal to assure that the information is concise, yet detailed 
enough, to allow you to copy and paste the prepared information within your upcoming newsletters and/or 
website announcements. 

1. CMS Simplifies 2017 Chronic Care Management (CCM):  CMS encourages providers to reach out to 
those rural/underserved beneficiaries as two out of three beneficiaries experience multiple chronic 
conditions. Changes include new visit classification, accepting verbal consent, relaxation of 
documentation, and the addition of three new codes (99487, 99489 and G0506). Learn More! JF 
website. JE Website. 

2. Noridian Medicare Portal: Providers can now initiate real-time claim adjustments in the portal. This 
will save providers lots of time and eliminate many telephone inquiries. Providers can now initiate 
14 different types of Part B Self Service Reopenings within the portal. This includes changes to the 
modifier, diagnosis, billed amount, date of service, MSP type, place of service, procedure code, 
rendering provider, referring provider, and units. Providers can conduct a combination of changes 
on the same claim and also reprocess a claim if/when you know a system correction or patient 
condition change has been finalized. Learn More! JF website. JE website. 

3. OIG Hotline Fraud Alert: The U.S. Department of Health and Human Services (HHS) Office of 
Inspector General (OIG) recently confirmed that the HHS OIG Hotline telephone number is being 
used as part of a telephone spoofing scam targeting individuals throughout the country. These 
scammers represent themselves as HHS OIG Hotline employees and can alter the appearance of the 



 

 

caller ID to make it seem as if the call is coming from the HHS OIG Hotline 1-800-HHS-TIPS (1-800-
447-8477). The perpetrator may use various tactics to obtain or verify the victim’s personal 
information, which can then be used to steal money from an individual’s bank account or for other 
fraudulent activity. HHS OIG is actively investigating this matter and intend to have the perpetrators 
prosecuted.  It is important to know that HHS OIG will not use the HHS OIG Hotline telephone 
number to make outgoing calls and individuals should not answer calls from 1-800-HHS-TIPS (1-800-
447-8477). 

Moving forward, our Contractor Medical Directors (CMDs) would like to ask for your feedback. What 
information could our CMDs provide you with in future emails, that you would make available to 
association members?  
 
o JEB: https://med.noridianmedicare.com/web/jeb/contact/cmd   
o JFB: https://med.noridianmedicare.com/web/jfb/contact/cmd   
 
To best support your members Medicare training needs, associations may request Noridian to present on 
topics of interest via webinars, in-person visits or as a guest speaker on a teleconference. From the 
“Education & Outreach” section of our website, select “Collaboration with Associations”, complete and 
email the Provider Outreach & Education Collaboration Form 
https://med.noridianmedicare.com/web/jfb/education/collaboration-with-external-entities  to 
mac@noridian.com  

 
Not face-to-face? It's probably marketing    

Chris Apgar, CISSP, capgar@apgarandassoc.com  
Director of Communications  
 

The final omnibus rule is at least somewhat clear when it comes to what is health care 
operations and what is marketing.   
• If you are discussing health care products and services that you would profit from in a 

face-to-face encounter with a patient, it's health care operations.   
• If you are having the same discussion during a phone call with the same patient, it's 

marketing. That situation requires that you have prior authorization from the patient to 
discuss such over the phone, before you make the call. 

 
Other than the face-to-face encounter, there are only three other exceptions that would not require prior 
authorization from the patient.   
1. Refill reminders and other information related to a drug or biologic (such as an insulin pump, which the preamble 

mentions as an example) currently being prescribed to an individual. That is, as long as the communication 
doesn't make a profit for the prescriber or the pharmacy.  You can't make money off those reminders and related 
communications. 

https://med.noridianmedicare.com/web/jeb/contact/cmd
https://med.noridianmedicare.com/web/jfb/contact/cmd
https://med.noridianmedicare.com/web/jfb/education/collaboration-with-external-entities
mailto:mac@noridian.com
mailto:capgar@apgarandassoc.com


 

 

2. Communication related to promotion in general. It can’t be directly profit motivated or specifically related to 
marketing of a product or service. Example: A pharmacy located in a health food store sends out a flyer 
promoting a healthy diet. As long as the flyer did not promote shopping at that particular health food store or 
any specific products sold in the store, it would likely not be considered marketing 

3. Communication related to government and government sponsored programs such as Medicaid, Medicare and 
SCHIP.  It appears payers who sell Medicare plans can advertise those plans, and that does not require prior 
authorization from current and potential Medicare beneficiaries.   

 
Interesting to note:  Each of the above except for the face-to-face "marketing" is not considered communication 
related to treatment, payment or health care operations.  They are exceptions to the use and 
disclosure/authorization requirements. However, OCR did not go as far as saying the exceptions fell into the 
categories of treatment, payment or health care operations.  OCR did comment in the omnibus preamble that some 
commenters on the regulation and guidance recommended (at minimum) characterizing communication related to 
that prescribed drug or biologic be for purposes of treatment. OCR didn't agree. 
 

 
Share Your Ideas –  
 
If you have ideas for articles or email blasts, please submit your ideas to me at 
capgar@apgarandassoc.com.  My goal this year is to send out an email blast weekly to keep you informed 
and to share ideas that are of importance to HIM professionals.  Don’t let the thought of composing an 
article or blast deter you from submitting what you think your colleagues would like to hear.  There are no 
length requirements so it can be as short as you see fit to write. 
 

 
OrHIMA 75th Annual Conference 
 
Dott Campo, RHIT 
Director of Education       
 
Everyone synchronize watches. In T minus 2 weeks the OrHIMA Annual 
Convention will be a go. 
 
The board and all our volunteers have been working tirelessly in 
preparation for the convention. We have an agenda full of amazing 
presenters and interesting topics. Some topics include: 

• Communication Power 
• HCC Coding – The Risk Adjustment Program 
• HIM Awareness Champaign 
• The Legal Health Record as part of IG 

mailto:capgar@apgarandassoc.com


 

 

These topics and many more will be waiting for you at the convention. Along with a chock full agenda we 
have numerous vendors, fun history/information booths, the Presidents Reception and let’s not forget the 
Silent Auction. 
 
The annual convention is a great opportunity to refresh skills, learn some new skills, see old friends and 
make new ones. Don’t miss out! 
 
The education of you, our members, is our top priority. We are always in the planning stages and on the 
lookout for the next educational opportunities. We have upcoming online opportunities and we are also 
starting to plan the Fall Institute. 
 
If you have ideas of topics, presenters or you would like to present, please contact me at 
dlcampo@stcharleshealthcare.org.  
 
See you all soon!! http://www.orhima.org/meeting/agenda  
 
 
 
Job Board 

• Medical Coder Inpatient – himagine Solutions inc 
• Billing Specialist II – Mid-Columbia Medical Center 
• Supervisor – Release of Information – Kaiser Permanente 
• Remote Inpatient Coding Specialist – Health Information Associates 
• Remote Inpatient Coding Specialist – Health Information Associates 

To keep up on current postings, check out http://www.orhima.org/him-careers/job-board.  

 
 
Hill Day- Washington DC 
 
Laurie Miller, RHIT, CCS-P 
Advocacy Director 
 
Lynn Edwards, MBA, RHIT, CHSP (OrHIMA President) and myself attended Hill 
Day for AHIMA on March 28, 2017.  This is an incredible opportunity for our 
Board members to mingle with other state leaders and to advocate with our very 
own Members of Congress. 
 
On our agenda, which we were instructed to follow (i.e. not bring up other hot topics of the House and 
Senate) included Patient Matching and an overview of the Health Information Management (HIM) 

mailto:dlcampo@stcharleshealthcare.org
http://www.orhima.org/meeting/agenda
http://www.orhima.org/him-careers/job-board


 

 

Profession.   We explained the issues of patient matching across various care settings and that our goal is to 
maximize the safety, security, and integrity of patient medical records.  We ask Congress to clarify that the 
current prohibitions do not hinder the ability of the U.S. Department of Health and Human Services to 
assist private- sector- led initiatives focused on developing a coordinated strategy to improve patient 
matching.  We also thanked Congress for the passage of the 21st Century Cures Act which included 
language to evaluate ways in which the ONC could improve patient matching records. 
 
Our overview of the HIM Profession was a lesson in 
past, current, and future opportunities of HIM 
professionals including the increasing volumes of 
health information, patient generated health data, 
new technology such as computer assisted coding 
and the future of informatics, data analytics and 
payment reform.  Our request to Members of 
Congress was to include HIM professionals from his 
or her district in future discussions on healthcare-
related activities and initiatives at the federal level. 
 

We partook in scheduled meetings with 
Representative Greg Walden and Staff members of 
Senator Ron Wyden and Senator Jeff Merkley.  As 
time permitted we dropped in the offices of 
Representatives Peter DeFazio and Kurt Schrader, 
meeting with their healthcare staff members.    
OrHIMA presented each office with a lovely flag 
photograph, laminated, with our contact 
information listed on the back.  
 
If you are interested in attending Hill Day in the 
future, won’t you please consider running for an 
officer position in the future? 
 

Ann Nowlin, OrHIMA Office Coordinator; Laurie Miller, 
OrHIMA Advocacy Director and Lynn Edwards, OrHIMA 
President 

Lynn Edwards, OrHIMA President; Laurie Miller, OrHIMA 
Advocacy Director (sitting) and Congressman Greg Walden 



 

 

OCR April Update – Man-in-the-Middle Attacks and “HTTPS Inspection Products” 
 
Man-in-the-middle (MITM) attacks occur when a third party intercepts and potentially alters 
communications between two different parties, unbeknownst to the two parties. MITM attacks can be 
used to inject malicious code, intercept sensitive information like protected health information (PHI), 
expose sensitive information, and modify trusted information.  
 

Many organizations have implemented end-to-end connection 
security on their internet transactions using Secure Hypertext 
Transport Protocol, or “HTTPS.” Additionally, some organizations use 
“HTTPS interception products” to detect malware over an HTTPS 
connection. HTTPS interception products, also known as “HTTPS 
inspection,” work by intercepting the HTTPS network traffic and 
decrypting it, reviewing it, then re-encrypting it. To do so, HTTPS 
interception products must install trusted certificates on client 
devices to perform the HTTPS inspection without presenting 
warnings.  
 
However, this process may leave organizations using HTTPS 
interception products vulnerable, because the organizations can no 

longer verify web servers’ certificates; view the protocols and ciphers that an HTTPS interception product 
negotiates with web servers, and, most importantly, independently validate the security of the end-to-end 
connection. In other words, the organizations that use these interception products are able to validate only 
the connection between themselves and the interception product, not between themselves and the server. 
This is problematic, because many HTTPS interception products do not properly verify the certificate chain 
before re-encrypting and forwarding information to the organizations, 
which leaves the connection vulnerable to a malicious MITM attack.  
 
The United States Computer Emergency Readiness Team (US-CERT) recommends that organizations verify 
that their HTTPS interception product properly validates certificate chains and passes any warnings or 
errors to the client. Organizations can find a partial list of products that may be affected at CERT 
Coordination Center’s The Risks of SSL Inspection. Also, organizations may use badssl.com as a method of 
determining if their HTTPS interception product properly validates certificates and prevents connections to 
sites using weak cryptography.   
 
Securing end-to-end communications performs an important function in protecting the privacy of HTTPS 
traffic and preventing some forms of MITM attacks. US-CERT recommends reviewing the following 
mitigations in Alert TA15-120A to reduce vulnerability to MITM attacks: 

• Update Transport Layer Security and Secure Socket Layer (TLS/SSL) US-CERT recommends upgrading TLS 
to 1.1 or higher and ensuring TLS 1.0 and SSL 1, 2, 3.x are disabled unless required. The continued use of 
TLS 1.0 and SSL 1, 2, 3.x is leading to increased cases affected by MITM attacks and session hijacks. 

• Utilize Certificate Pinning 
• Implement DNS-based Authentication of Named Entities (DANE) 
• Use Network Notary Servers 

mailto:https://insights.sei.cmu.edu/cert/2015/03/the-risks-of-ssl-inspection.html
mailto:https://badssl.com/
mailto:https://www.us-cert.gov/ncas/alerts/TA15-120A


 

 

Further, a recent security analysis (The 
Security Impact of HTTPS Interception) 
of HTTPS interception products found 
that poor implementation of many of 
these products may actually reduce 
end-to-end security and introduce new 
vulnerabilities. US-CERT recently 
issued an Alert, TA17-075A, warning of 
the vulnerabilities that organizations 
expose themselves to when they use 
HTTPS interception products. 
Covered entities and business 
associates using HTTPS interception 
products or considering their use should consider the risks presented to their electronic PHI transmitted 
over HTTPS, and intercepted with an HTTPS interception products, as part of their risk analysis, particularly 
considering the pros and cons discussed by the US-CERT alerts, and the increased vulnerability to malicious 
third-party MITM attacks. 
 
In addition to reviewing recommendations from US-CERT, covered entities and business associates should 
also review recommendations from the National Institute of Standards and Technology (NIST) for securing 
end-to-end communications, especially regarding the configuration, use and updating of TLS/SSL 
implementations. OCR’s Guidance to Render Unsecured PHI Unusable, Unreadable, or Indecipherable to 
Unauthorized Individuals references NIST SP-800 series publications to describe the valid encryption 
processes to use to ensure that electronically transmitted PHI is not unsecured. 
 
Resources: 
US-CERT Alert TA15-120A, Securing End-to-End Communications 
https://www.us-cert.gov/ncas/alerts/TA15-120A  

 
 

Patients, Clinical Decisions, and Health Information Management in the 
Information Age 

National Center for Biotechnology Information 

INTRODUCTION 

Until recently, health care was characterized by an information asymmetry in which 
physicians served as the dominant source of medical information for patients. The 
Internet has rapidly transformed the health information landscape—initially opening up 
myriad resources, targeted to the general public, for health-related guidance and information, and then, 
with the emergence of Web 2.0, enabling the public to easily create and share health-related content 
online. Patients have responded to this shift by increasingly seeking health-related information outside of 
the care environment (Fox and Jones, 2009) and creating and contributing to a wide variety of social 
networks and health websites (Sarasohn-Kahn, 2008). Perhaps the most important opportunity that comes 

mailto:https://jhalderm.com/pub/papers/interception-ndss17.pdf
mailto:https://jhalderm.com/pub/papers/interception-ndss17.pdf
mailto:https://www.us-cert.gov/ncas/alerts/TA17-075A
mailto:https://www.hhs.gov/hipaa/for-professionals/breach-notification/guidance/index.html
mailto:https://www.hhs.gov/hipaa/for-professionals/breach-notification/guidance/index.html
https://www.us-cert.gov/ncas/alerts/TA15-120A
https://www.ncbi.nlm.nih.gov/books/NBK92062/
https://www.ncbi.nlm.nih.gov/books/NBK92062/


 

 

with greater information availability is the emergence of a culture that recognizes and supports the unique 
contributions of both patients and providers to care decisions and health management. 

Such a shift moves patient-centered care beyond a focus on “information, communication, and education 
of patients” (IOM, 2001) to a system in which patients are engaged as full partners in their care and disease 
management. Greater engagement of patients is imperative, with more than 90 million Americans now 
being afflicted with one or more chronic conditions. Chronic disease management, for example, requires 
continuous monitoring and evaluation of disease progression and treatment effects, coordination of care 
across specialists and organizations, and patient adherence to long-term treatment regimens. Another tool 
for achieving patient engagement is through electronic health records (EHRs) and patient portals, which are 
beginning to be adopted nationwide as novel ways for providers to partner with patients by providing 
information and support for care management. 

The papers in this chapter review lessons learned from efforts to support the active engagement of 
patients in their healthcare decisions and health management and identify priorities and strategies for 
progress. In the first paper, George D. Lundberg of Cancer Commons provides an overview of the Internet 
revolution, which has democratized information. He reviews opportunities to improve the information 
available to or accessed by patients, as well 
as to use the Internet as a platform to 
engage patients in real-time, rapid learning 
communities. 

In the second paper, Paul C. Tang of the Palo 
Alto Medical Foundation demonstrates the 
critical importance of engaging patients in 
their own care to close gaps in health 
outcomes and system performance. He reviews how information technology applications such as patient 
dashboards has helped make patients part of the health team, fostered patient and provider collaboration 
in tracking progress toward health goals, and provided tools to transform data into information from which 
patients can learn. 

Dorianne C. Miller, formerly of the University of Chicago Medical Center, draws attention to initiatives that 
are helping to extend health care to settings outside of the clinical encounter. Shifts in patient population 
demographics and in the focus and capacity of health systems are driving the creation of applications to 
ensure that patients receive care (e.g., patient health records and portals, e-visits) and support beyond the 
traditional care environment. In addition to highlighting opportunities, she discusses barriers to expanded 
use of such technologies, such as social acceptability, lack of Internet access, and clinician reimbursement. 

PUBLIC AND PATIENT INFORMATION ACCESS AND USE AS A CORE CARE COMPONENT 

George D. Lundberg, M.D. 

Cancer Commons 

Change is everywhere and affects everyone. People handle change in three different ways: 

• Fear it; fight it; not recognize that change is inevitable; lose. 

• Fail to recognize the need for and reality of change and be swept away by it. 

https://www.ncbi.nlm.nih.gov/books/NBK92062/


 

 

• Seek it; recognize it; harness it; guide it; and eventually win with it. 

The future is very difficult to predict; in fact, the only certain way to predict the future is to create it. 
Change for the sake of change may not be necessary or desirable. Too often, however, the need for change 
is not evident until it is too late. 

The Democratization of Information 

Three individuals merit mention when one is discussing information as a core component of care: the late 
Archie Cochrane, for his demand that evidence underpin clinical decisions; the late Dr. Tom Ferguson, the 
original e-patient, who was in many ways the 
father of participatory medicine and use of 
the Internet to empower patients; and Don 
Berwick, who has been a major leader in 
patient-centered care. 

Most health care is self-care. In some ways, 
basic self-screening for health concerns is a 
routine part of everyday life; however, 
people should be better supported in taking 
charge of their health. Moreover, all medical 
care is personal. The credo of the Lundberg 
Institute states: “one patient; one physician; 
one moment; one decision.”1 Health 
decisions should be shared by the patient and 
physician, be informed by the best available 
evidence, and include consideration of cost 
(regardless of who—the patient, the insurance company, the government, the provider [charity care]—
pays the bill) and of whether there is a lower-cost alternative with equivalent safety and effectiveness. That 
is economic informed consent. In a nonemergency, noncritical care situation in which the patient has 
control of his/her mental faculties, the patient and physician should know the cost before making an 
informed decision. 

The Internet changed everything, much as electricity did. Health information began appearing on the 
Internet in the mid-1990s. Physicians On-Line began in 1994, Medscape in May 1995, and the American 
Medical Association (AMA) website with the Journal of the American Medical Association (JAMA) and 
the Archives Journals in August 1995. In 1995, e-Medicine began. About that time, GlaxoWellcome 
provided a $250,000 grant to AMA to start an HIV/AIDS online information base with JAMA. Initially, this 
resource was aimed at sophisticated HIV researchers and physicians, but the actual audience was HIV 
patients and their families, loved ones, and caregivers. This illustrates the principle that more than any 
other medium, the Internet democratizes information. The reader really does choose. 

Caveat Lector 
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Consumer choice, however, raises concerns about misinformation. In 1997, an editorial in JAMA addressed 
this issue (Silberg et al., 1997). Titled “Assessing, Controlling, and Assuring the Quality of Medical 
Information on the Internet. Caveat Lector et Viewor—Let the Reader and the Viewer Beware,” the article 
outlines key questions that readers should ask about any serious information on health and medicine 
posted on the web: 

• Who wrote this? 

• Where does that person work? 

• If the information comes from elsewhere, what is its 
attribution; when was it published? 

• If it was updated, when? 

• Who owns the site where the article is published, and 
what is the funding source? 

This editorial is frequently cited, and these criteria have had 
some influence as a result of being widely quoted and applied 
in practice by many publishers, editors, and authors. However, these caveats are routinely ignored by 
readers who consume whatever information search engines lead them to. Readers seek out trusted brands 
and return to sites they perceive to have helped them; thus, it is an information provider’s responsibility 
not to mislead the reader. 

Although many dismiss the Internet because so much of the information is suspect or worthless, the same 
is true of most media. The web is simply another medium, albeit a very powerful one. 

Ensuring Open Access to Quality Information 

Patients and consumers, like physicians, now receive most of their new medical and health information 
from the Internet (Fox and Jones, 2009). In many cases, patients receive more health information from the 
Internet than from their own physicians (Gualtieri, 2009). Typically, instead of bringing their printouts to 
their physician’s office, patients log on after seeing their physician to check on findings, diagnoses, and 
diagnostic tests performed and drugs prescribed (Diaz et al., 2002). These searches likely start with the few 
details the patient remembers from the provider visit. Usually, the patient starts with a general search 
engine, most likely Google, Yahoo, or Bing. Given this common practice, the information age presents an 
enormous opportunity for savvy physicians to deliver an “information prescription” to patients who are 
motivated to learn and have access to the world’s greatest library at their fingertips. 

An informal survey of which medical/health websites provide the most consumer-friendly and useful 
information on cancer identified the following as key resources for patients: 

• www.cancer.gov (National Cancer Institute website) 

• www.pubmed.gov (Medline Plus) 

• www.cancer.org (American Cancer Society website) 

• A tie between www.webmd.com, www.mayoclinic.com, and www.wikipedia.com 

• www.nccn.org (National Comprehensive Cancer Network website) 
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• www.intelihealth.com (Harvard Medical School and Aetna website) 

• www.ACOR.org (Association of Cancer Online Resources website) 

• www.cancer.net (American Society of Clinical Oncology website) 

Additional suggestions for new websites that are interesting and useful for consumers 
include www.keas.com and www.medhelp.com; additionally, although intended for medical 
professionals, www.medscape.com, www.medpagetoday.com, and www.emedicine.com are all very useful 
for patients. All of these sources are open access—available to anyone with access to the Internet, free of 
charge, and usually without user registration requirements. 

The deliberate practice of limiting the flow 
of medical information on the part of most 
of the medical publishing industry 
compromises the public interest. Although 
most new medical information in the 
United States emanates from tax-
supported research, such as that funded 
by the National Institutes of Health, the 
authors of papers reporting the results of 
such studies still overwhelmingly choose 
to submit the papers to journals owned by 
those that are, or function as, for-profit 
publishers. The taxpayers, who own the 
information by virtue of having paid for it, are therefore impeded by these publishers from using the data 
to treat (if a physician) or be treated (if a patient). As much as 90 percent of the medical research literature 
is still provided by such “closed” sources. 

The case for the unfairness of this situation has been made since about 1999 and has led to great progress 
in creating more open-access sources. Leaders in this field 
include www.pubmedcentral.gov, www.biomedcentral.com, the Public Library of Science/Medicine, 
the Medscape Journal of Medicine (1999–2009), Medscape’s Publishers Circle, Lund University 
Library’s Directory of Open Access Journals, the Cochrane Collaboration (easily available through MedPage 
Today), and the Effective Care Program of the Agency for Healthcare Research and Quality. 

Many believe that the single greatest barrier to successful public access to and use of medical information 
as a core care component is the general lack of reliable information sources in the traditional public media 
(e.g., newspapers, magazines, radio, and television—all major information sources for patients) (Schwitzer 
et al., 2005). Gary Schwitzer, a professor of journalism at the University of Minnesota, 
publishes www.healthnewsreview.org, which weekly rates the handling of major health-related news 
stories. He uses ten criteria to assess the quality of these reports. Did the news report: 

• establish the availability of the treatment, test, product or procedure; 

• address costs; 

• avoid disease-related fear mongering; 

• evaluate the quality of evidence; 
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• quantify potential harm; 

• establish the true novelty of the treatment, test, product, or procedure; 

• quantify potential benefits; 

• rely solely or largely on a press release; 

• use independent sources and report conflicts of interest; and 

• compare the new approach with existing alternatives? 

Major medical and health reports emerge every day, but few receive passing grades in the Schwitzer 
reviews. Network television reports are consistently the worst, and the situation is not improving. Many 
major newspapers and local television stations no longer even have health reporters on their staffs, relying 
on general beat reporters to cover health. 

The Next Phase: Open-Access, Real-Time 
Information for Personalized Health 

The poet Alexander Pope wrote, “The proper 
study of mankind is man.” In health, one might 
say, “The proper study of me is me.” While 99.9 
percent of all DNA is shared, the remaining 0.1 
percent make all the difference. With some 
diseases, “the proper study of my disease is my 
disease.” This statement is particularly 
important when one is considering the 
molecular genomics of cancer because one 
person’s cancer may actually be unique. This 

fact constitutes the basis for personalized molecular oncology and pharmacogenomics. Increased 
recognition of the uniqueness of individuals and individual diseases has led to a conflict between two 
perspectives on information needs and approaches to evidence development. 

On the one hand is Archie Cochrane’s basic tenet: the gold standard for evidence development is a large 
randomized controlled trial (RCT) that has sufficient statistical power to be meaningful. If there are conflicts 
among clinical trial results, those conflicts are settled through meta-analysis (Juni et al., 1999). RCTs work 
well when the populations to be studied are molecularly and genomically homogeneous, allowing 
standardized interventions to be tested. 

On the other hand, an important movement to a more personalized approach to medicine is taking place. 
This approach seeks to address the needs of patients who fall outside the traditional groups that participate 
in RCTs—the outliers and those whose diseases are molecularly and genomically heterogeneous (West et 
al., 2006). 

For many decades, case studies have been out of vogue in medical journals, but they may now be returning 
to favor. Some time ago, JAMA published the hierarchy of evidence based on quality: RCTs are at the top, 
while Level II-3 includes “dramatic results in uncontrolled experiments,” such as the results of the 
introduction of penicillin therapy. During the JAMA centennial, 68 of the best articles over 100 years of the 
journal were selected and published as “landmark articles.” Notably, 5 were case reports: in 1933, 
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Graham’s first removal of an entire lung for bronchial carcinoma; in 1939, Gross’s report of the successful 
ligation of a patient with ductus arteriosus; also in 1939, Levine’s discovery of the Rh factor; in 1956, Merrill 
and Murray’s homotransplantation of a human kidney between two homozygous twins; and in 1956, 
DeBakey’s first aorto-coronary bypass with a saphenous vein graft. These were all crucial events in 
medicine, and all were case reports. 

Cancer as a Case Study 

Each year, 3.5 million Americans are diagnosed with some form of cancer. Skin cancer is diagnosed in 2 
million and other forms of the disease, including melanoma, in 1.5 million. During 1969–1971, President 
Nixon declared a war on cancer, initiating a massive outlay of research funding and effort that continues 
today. The result has been tremendous advances in cancer science and some therapeutic progress, 
primarily against childhood cancers, leukemia, lymphoma, and germ cell tumors. Extensive anti-tobacco 
efforts have prevented many 
cancers. And the movement 
toward palliative and hospice care 
continues to grow. However, 
between 500,000 and 600,000 
Americans still die of cancer each 
year, and progress on significantly 
reducing that number has been 
distressingly slow. 

The slow progress of the translation of research into positive outcomes in the treatment of cancer is 
disappointing. The multiyear delays from observation to successful implementation are in part a product of 
a system of excessive bureaucracy; old-fashioned communication methods; and an academic and 
publishing establishment that sometimes appears to care more about preserving its ancient institutions, 
procedures, and self-interest than about defeating cancer. 

Two concurrent revolutions in medicine and technology are currently under way: 

• The genomics and molecular medicine revolution—Advances in understanding of cancer biology are 
leading to the rapid development of molecular diagnostics and targeted therapies that can work 
together with traditional pathology to lower costs and improve patient care and outcomes. 

o Next-generation sequencing, proteomics, and other such technologies are rapidly becoming 
available at dramatically lower costs. 

o Personalized, molecular medicine (oncology) is now being added to traditional large-scale 
clinical trials as an approach to creating evidence that can inform clinical decision making. 

o Patient-centric research focusing in depth on individuals or small groups is delivering results 
that can apply to patients with similar disease profiles whose cancer has not responded to 
“standard-of-care” treatments. This research has proven that so many cancers are so unique 
that large trials are problematic in addressing the disease. 

• The Internet revolution—The Internet has democratized access to information for patients, 
physicians, and researchers so they can rapidly learn more about diseases and treatment options. 
The result is demand for new services, tools, and approaches for cancer care, including 



 

 

o The organization, indexing, and personalization of 
credible information to make it actionable and computable for 
individual cases; 

o The development of decision tools and resources 
specific to cancer care; 

o Open science that allows physicians and researchers to 
collaborate in real time to defeat cancer, one patient at a time; 

o New approaches to funding research, including patient-
funded research and individualized fund raising, now possible 
at a rapidly decreasing cost; and 

o Active participation of patients in their own treatment decisions, as well as in rapid-learning 
communities that share what they learn and experience with each other—what works, side 
effects and quality of life—a development that raises the possibility of every patient taking 
charge of his/her destiny and leaving no stone unturned in the quest for a cure. 

CollabRx is a company that seeks to harness both of the above revolutions to improve individual patient 
care. Its initial approach was to develop an Internet platform called Cancer Commons for real-time 
translational cancer research and personalized oncology. Key goals are: 

• to bring together patients, primary care physicians, oncologists, and researchers in academia and 
industry interested in applying the latest developments in personalized, molecular oncology; 

• to provide them with the latest information, tools, and resources they need to enable each patient 
to achieve the best possible outcome and to defeat cancer, one patient at a time; 

• to capture and aggregate the results over all studied patients to improve cancer treatment 
generally; 

• to share what is learned from each patient with the clinical community in real time so the next 
patient can benefit through a reduction in the time from observation, to trial, to presentation, to 
publication, to treatment guidelines; and 

• as the overarching goal, to run this translational loop in real time so that what is learned from one 
patient can be applied to the next, rather than waiting many years for the traditional process to play 
out. 

Cancer Commons is likely the only rapid-learning community that links researchers, clinicians, and patients 
to defeat cancer, one patient at a time. It is intended to disrupt traditional thinking by promoting real-time, 
open-source science that includes patient input, especially from those highly motivated individuals known 
as “super patients” or “disease warriors.” The medical writing and publishing industry will also be 
disrupted, as it will rely on house vetting, rapid sharing, and post-publication peer review that promote the 
open exchange of creative information. The bias that inevitably results from a principal reliance on 
prepublication peer review will decrease, including the potential bias against the publication of unpopular 
or surprising results. 

HEALTH INFORMATION TECHNOLOGY–BASED APPROACHES TO HEALTH MANAGEMENT 



 

 

Paul C. Tang, M.D., M.S. 

Palo Alto Medical Foundation 

Effective use of health information technology (HIT) 
can drive significant improvements in physician and 
health system performance. Without engaging patients 
and supporting their active participation in managing 
their own health, however, the nation will still fall short 
of its health goals—for both individuals and the 
population. A learning health system for patients 
places priority on meaningful applications of HIT to 
help patients gain access to their health data, relevant 
knowledge, and tools to guide self-care and health 
management. Shared information can help to create an 
effective partnership between the professional health 
team and patients in order to improve patients’ health. 

The Palo Alto Medical Foundation (PAMF) has developed several promising approaches to using HIT to 
support a learning health system for patients. These approaches involve providing information and tools at 
the point of care and in the home to support better decision making and to engage patients in active 
learning and health management. 

Status Quo for Health System Improvement 

Overall, national healthcare quality scores are improving by only 2 percent per year (AHRQ, 2009). In just 
about any other industry, this rate of improvement would be unacceptable. What can we do differently to 
accelerate the rate of improvement in health and health care? A key enabler is to provide data, knowledge, 
and tools to all decision makers—clinicians, patients, and their families. 

Driving Physician Change Through Data 

Providing health professionals with accurate, relevant information in real time is one of the most powerful 
means by which EHRs can drive care improvement. HIT-enabled clinical decision support and quality-
reporting feedback have demonstrated significant and immediate impact on physician performance. Using 
clinical decision support tools embedded in its EHR, PAMF has been able to better support informed 

decision making by physicians, resulting in orders that 
reflect up-to-date clinical information and medical 
knowledge. EHR systems can also provide near real-time 
feedback on physician performance. PAMF provides its 
physicians with unblinded quarterly performance data 
displayed alongside data from their home medical 
department. Of importance, the quality metrics are derived 
from clinical data from the EHR, which the physicians find 
credible. In contrast, most public reporting measures are 
derived from billing data, which contain significant errors, 
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making them less reliable to use. Credible data are key to changing behavior. 

The effect of providing point-of-care decision support and frequent performance reporting has been 
striking. The national benchmark for control of diabetes—a hemoglobin A1c (HbA1c) level below 7—is 
around 50 percent. In contrast, PAMF has seen quarterly improvements in HbA1c control and is performing 
40 percent better than the national average. Having a 70 percent score is still not optimal, however. For the 
organization to close that 30 percent gap, patients must be included in the process of managing their 
health. 

HIT to Transform the Patient Experience 

For patients, diabetes is a ravaging disease that is lived with by making hundreds of decisions, such as what 
to eat and whether to exercise, remembering to take their medications, checking their blood glucose, and 
so on. If patients are going to make the decisions that can keep their diabetes under control, they also must 
have good and timely information. Not surprisingly, as with physician performance improvement, patients 
benefit from the provision of real-time information more than from a physician critique 3 months after 
making a decision. Moreover, information must be understandable to patients and relevant to their 
individual health goals and concerns. 

Personalized Health Goals 

Physicians need to understand their patients’ preferences and individual health goals. Some patients want 
to live until 90, others may want to see their grandchildren graduate, and some want to avoid having a 
stroke. The way to learn about patient goals is to ask. A Stanford University project sponsored by The 
Robert Wood Johnson Foundation, called Living Profile,2 illustrates the power of this approach. 

In the project, children with serious chronic diseases were 
asked what information they would like to put in their 
personal health record (PHR) for their doctor to read. One 
teenage girl described her life activities, not referring 
explicitly to her chronic condition: “I don’t think that my 
condition makes me who I am.” When the same question 
was asked of adults with diabetes, their responses were 
also insightful, revealing opportunities to teach and to 
better understand patient needs and concerns. For 
example, an individual with type 2 diabetes asked, “If I do 
all the right things, can I reverse this diagnosis?” If the 
provider community does not clearly and consistently 
answer this question for people with diabetes—many of 
whom have lived with their condition for decades—it is 
missing an important opportunity to improve health. 

Understanding patient goals also enables physicians to clarify or express guidance on aspects of the 
patient’s situation more effectively. Sometimes patients have very specific goals. For example, one woman 
had a daughter in kidney failure, and her goal was to be healthy enough to give her daughter a kidney. Such 
strong, motivating health goals offer a physician the chance to develop, in collaboration with the patient, 
care management plans to reflect progress toward and attainment of patients’ personal health goals. 
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Personal goals do not change medical advice, but they change the approach and agenda for providing the 
advice. Some patients may say they need help in quitting smoking. Others may say that exercise is boring. 
Still others may want to understand how to control their diet. In every case, patients’ goals are key to 
helping them make decisions that can improve their health. Not many physicians engage in these sorts of 
discussions with their patients; thus, a focus on identifying personalized goals holds great potential for 
providing insight on the approaches and information that that can best help the patient. 

Use of HIT to Help Patients Monitor Health Data 

Once patients’ goals are understood, HIT offers a means to help them achieve those goals. Take, for 
example, patients who want to control their diet. The physician can provide a list of appropriate foods, as 
well as a glucometer to help monitor blood glucose. PAMF has taken this approach a step further and 
distributed wireless glucometers to patients with diabetes. This changes the device from a tool that simply 
measures glucose into an instrument that changes behavior. Rather than requiring patients to record their 
glucose readings in a diary, followed by a trip to the physician’s office for consultation, the electronic 
glucometer transmits data to the patient’s cell phone, which forwards the data to PAMF’s EHR system. If 
the graph of home glucose readings shows a little blip, patients can annotate the reading online with a 
short note so they can explain to the physician the circumstance causing this change. 

The personal health goal therefore provides an important context for discussions with the physician about 
glucose data. The patient may be concerned that a relative lost a leg to diabetes or that a coworker had a 
heart attack or a stroke from diabetes. Using an EHR-produced diabetes dashboard, the physician can 
illustrate the patient’s risk of experiencing the same thing. After reviewing the glucose data, the physician 
can review other, related tests, such as the lipid profile, the HbA1c, and blood pressure readings. Teaching 
the patient how certain values increase the risk for bad outcomes can help the patient select new health 
goals. The physician can show how certain test results relate to the goal. These data provide a learning 
experience for patients—connecting, in this case, the need for active monitoring of blood glucose with the 
effect of diet, exercise, and medications. 

From Learning to Changing Behavior 

The diabetes dashboard helps patients see how things change in response to their behavior and adherence 
to a health management plan (Figure 6-1). Its features illustrate the impact of certain behaviors and 
reinforce what is needed to achieve personal health goals. 

FIGURE 6-1 

Use of the diabetes dashboard to provide a learning system for patients. The 
dashboard provides a means for patients to review their health action plans, 
personal health risks, modifiers of their risks, and actions to reduce complications. 
SOURCE: Palo (more...) 

PAMF is conducting a randomized controlled trial to evaluate the impact of its online disease management 
system, including the tools discussed above. An early focus group discussion conducted with beta trial 
participants reinforced the potential of the approach. Patients initially participated in measuring and 
tracking their glucose because PAMF clinicians were looking at the results—in a sense, because they were 
told to. However, focus group discussions revealed that as time went on, patients became more engaged 
and started using the system for themselves because the information illustrated how what they ate 
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affected their readings, or it enabled them to actively learn and watch how their behavior 
and their decisions impacted their health outcomes. Comments from the focus group members also 
underscored the role of the dashboard in helping them make better decisions. For example, denial became 
more difficult because they now knew how a decision, say, on whether to eat a piece of pastry would affect 
their readings and their risk. Such a decision is just one of the hundreds that patients must make to 
improve their health. 

The use of HIT can drive improvements in physician and health system performance, but it can also 
transform patients, patients’ lives, and their health decisions. The use of PHRs provides patients with access 
to their health information; tools with which to visualize and learn from these data; and, more important, a 
means to engage them in their health care by making them part of the health team. Enabling learning 
among the entire health community, which includes patients, must be the goal of a learning health system. 

HEALTH AND DISEASE MANAGEMENT OUTSIDE THE CLINIC DOORS: THERE’S AN APP FOR 
THAT! 

Doriane C. Miller, M.D. 

University of Chicago Medical Center (former), Institute for Healthcare Improvement 

The availability of HIT applications, changing population demographics, and changes in capacity to deliver 
primary care are impacting the growth of health and disease management activities that occur outside the 
clinical setting. This paper reviews the context of primary care delivery for providers and patients, the 
challenges of providing care outside of the office visit, 
promising HIT approaches to help patients access 
information and care, and policy implications of these 
approaches and barriers to their dissemination. 

The public image of the physician of the 1940s was 
one of being available 24 hours a day, 7 days a week; 
tolerating conditions of adverse weather; and 
neglecting personal commitments to attend to the 
urgent healthcare needs of patients. Indeed, a popular 
cigarette manufacturer promoted this image as one 
reason why physicians should smoke cigarettes 
(Gardner and Brandt, 2006). 

Although scientific evidence has subsequently refuted the need for cigarettes as a “therapeutic” stimulant 
for physicians, the image of the availability of physicians for health information on demand has persisted. 
Physicians have continued to seek ways in which health care can be extended to patients outside of the 
clinic doors, particularly to improve health outcomes for the chronically ill. 

As medical costs skyrocketed in the 1990s, payer groups concerned about the effects of healthcare costs on 
both the corporate bottom line and the health of the workforce made significant investments in disease 
management organizations that could work in conjunction with healthcare providers to improve care 
outside the clinical setting and encourage better outcomes (DMAA, 2006). However, the environment of 
healthcare delivery continues to evolve as society changes and medical advances are achieved. What are 
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some of the environmental factors driving this change, and how is HIT helping to achieve the goal of 
extending care beyond the clinical setting? 

Societal Changes 

Personalized Medicine 

In 2003, the National Human Genome Research Institute completed the mapping of the entire human 
genome, heralding the age of personalized medicine. Seeing the enormous potential for generating 
therapies specifically targeted to individuals based on their genetic profiles, environmental risk factors, and 
lifestyles, bench scientists, clinicians, pharmaceutical companies, information technology experts, and 
patients began seeking ways to link this burgeoning information to treatment of the individual. One of the 
recommendations generated by the Personalized Medicine Coalition through its public education arm, The 
Age of Personalized Medicine,3 was to have a secure, interoperable EHR for every American, bringing 
together personal, clinical, and molecular information that can facilitate improvements in therapeutic care 
in a patient-centered fashion. The ability to capture electronically information submitted by both patients 
and clinicians, as well as genomic information, will lead to better therapeutics and better outcomes for 
people with chronic health conditions. 

Baby Boomers and Health Care: Supply and Demand 

In 2011, 78 million people, the first wave of the Baby Boom generation, will reach age 65. By 2030, it is 
estimated that one of five people in the United States will be over age 65. The average American over age 
75 has three chronic health conditions and takes four medications. Although older Americans are living 

longer and healthier lives, their healthcare 
needs are often complex. An Institute of 
Medicine report titled Retooling for an Aging 
America: Rebuilding the Health Care 
Workforce contains the recommendations 
that the number of physicians trained in care 
of the elderly be substantially increased, that 
the non-physician long-term care workforce 
be expanded, and that informal caregivers be 
better prepared to provide care to aging loved 
ones (IOM, 2008). Despite a 1-year trend 
toward increased numbers of students 
selecting primary care careers, however, the 

Association of American Medical Colleges predicts there will be a shortage of approximately 50,000 primary 
care physicians by 2025 (AAMC, 2010). Most aging adults are cared for by general internists or family 
physicians—the adult primary care physicians—but estimates suggest that there will not be enough of 
these physicians. Can HIT help to fill this gap? 

Incentives Through Accreditation: The Patient-Centered Medical Home and HIT 

In 2007, the American College of Physicians, the American Osteopathic Association, the American Academy 
of Family Physicians, and the American Academy of Pediatrics joined forces to delineate the principles of 
the patient-centered medical home (PCMH). One of the hallmark values of this document is that health 
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care should be facilitated by the presence of registries, health information exchanges, and EHRs to ensure 
that patients receive care when and where they need and want it in a culturally and linguistically 
appropriate manner. HIT should be used to support optimal patient care, performance measurement, 
patient education, and enhanced communication (NCQA, 2008). The National Committee for Quality 
Assurance operates the voluntary accreditation PCMH demonstration through its Physician Practice 
Connections® program. Although not a mandatory component, advanced electronic communication—
including the availability of an interactive website, electronic patient identification, and electronic care 
management support—was included as a 2009 update. 

Approaches to Health and Disease Management Outside the Clinic Doors 

With the changing demands of consumers, the aging of the population, and incentives for quality 
improvement, how can HIT facilitate better healthcare outcomes at lower cost? Following are three 
examples of approaches that might be adopted more widely with the growth of HIT. 

Patient Electronic Health Record Portals 

As part of the demonstration initiative Pursuing 
Perfection, a project of the Institute for Healthcare 
Improvement, participants from Whatcom County, 
Washington, decided to fully embrace the concept of 
patient-centered care by facilitating communication 
between chronically ill patients and their healthcare 
delivery system. With patients as part of the planning 
team, they developed the 
website www.patientpowered.org, which includes 
information on initiatives to improve patient-
centeredness, as well as useful information and tools for 
self-management of chronic conditions. Part of the Patient Powered website is a shared care plan (SCP)—a 
document, either web-based or on paper, that allows patients to gather all their health-related information 
in one place. The document includes the patient’s personal profile, healthcare team members, chronic and 
long-term diagnoses, self-management and lifestyle goals and action steps, treatment goals, names of 
prescriptions, medications and allergies, and advance directives. An SCP is designed to be much more user-
friendly than a dense medical record, which typically is organized chronologically and fragments 
information by individual providers and locations. Patients can store the SCP information on paper or on a 
secure website linked to patientpowered.org and can upload information themselves or have other family 
members add vital information about their care. An evaluation of the implementation of the SCP through 
patientpowered.org in conjunction with a clinical care specialist (nurse or social worker) demonstrated 
increased patient satisfaction with clinical care and a cost savings of approximately $3,000 per year for 
enrolled patients (Safford). 

The Missing Link: Web-Based Support Groups and the Patient’s Medical Home 

In the national demonstration effort New Health Partnerships: Improving Care by Engaging Patients, 35 
teams around the United States developed demonstration projects designed to improve self-management 
support within and beyond the clinical setting. One of the demonstration sites, Fargo Health Center, a 
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federally qualified health center in Fargo, North Dakota, decided to concentrate on diabetes as a target 
condition. 

Patients at Fargo Family Health Center decided they wanted to create a blog and listserv for patients living 
with diabetes. Instead of joining a public blog/support group for patients with diabetes, the patient 
advisors in the demonstration felt it was important that their providers know about their struggles and 
celebrations in living with diabetes. They also wanted to learn from other patients being treated at the 
health center. Patients registered for the site, and individual peer-to-peer phone calls were available for 
additional support. In the spirit of the phrase “all politics is local,” patients decided to create a geographic 
and condition-specific community of support for themselves that could be accessed by their clinical 
providers. Technical issues such as security and sharing of clinical information were challenges for this 
team. However, the opportunity to create a local community of patients who could offer each other 
support, provide information to their clinical partners, and impact the care provided at the local level 
helped the team decide to take on these issues and find effective ways of managing concerns about privacy 
and security for their participants (Miller, 2006). 

eVisits: Saving Time and Money and Improving Satisfaction 

Electronic provider visits hold the potential for enhancing patient– provider communication and enhancing 
the ability of primary care providers to offer care for nonurgent medical issues. The webVisit Study: Impact 
of Online Doctor-Patient Communication on Satisfaction and Cost of Care, conducted by researchers at 

Stanford and the University of California at Berkeley, 
evaluated whether using the eVisit platform offered by 
the company Relay Health was associated with 
satisfaction. Participating organizations included several 
health plans and large medical groups in California and 
Connecticut and 10 large self-insured employers. The 
intervention group included 282 physicians and 3,688 
patients. Compared with controls, patients were 50 
percent less likely to miss work; 45 percent were less 

likely to need a face-to-face visit with a physician, and 36 percent were less likely to telephone the 
physician’s office. Physicians reported that the system was easy to use (72 percent), satisfying (53 percent), 
and preferable to an office visit for nonurgent care (56 percent). Analysis of health claim costs for the 
intervention group showed a statistically significant lower cost for office-based claims (p <0.01) and total 
claims (p <0.05) (Zimmerman et al.). 

Barriers to Adoption 

Social Acceptability 

Are patients ready, willing, and able to “visit” their physicians via the web? In an August 2008 study from 
the Center for Studying Health Systems Change, investigators demonstrated a dramatic change in the way 
consumers are seeking health information, with a doubling of the number of survey respondents stating 
that they seek health information from the Internet (Figure 6-2) (Tu and Cohen, 2008). However, in a July 
2008 study posing the question “Does the Internet replace health professionals?, 86 percent of all adults 
said they ask a health professional versus 57 percent who said they use the Internet (Lee, 2008). Blending 
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the convenience of the Internet with a trusted source who understands one’s personal medical history, the 
use of eVisits and personal health portals may be an acceptable way to communicate with physicians. 

FIGURE 6-2 

Consumers are increasingly seeking health information from the 
Internet. SOURCE: Image appears courtesy of the Center for 
Studying Health System Change. 

The Digital Divide: Race, Ethnicity, and Poverty 

Given social acceptability, will patients have access to the Internet 
so they can communicate with their physicians? The Pew Internet 

and American Life Project tracks trends and issues related to age, race, ethnicity, and health. In a 2009 
survey, 79 percent of whites, 67 percent of blacks, and 80 percent of Latinos said they used the Internet. 
Use of wireless handheld devices was actually greater for blacks and Latinos than for whites (Horrigan, 
2009). In addition, Latinos with annual incomes below $30,000 had increased their use of the Internet by 17 
points between 2006 and 2008 (Fox, 2009). Internet use is increasing across the board, and the differential 
use of web-enabled handheld devices may signal just-in-time health management opportunities for some 
patient populations. 

The Penetration of Electronic Medical Records: Supply and Demand 

In a 2007–2008 national survey of 2,758 physicians, only 17 percent of practices reported having EHR 
systems, with 26 percent indicating that they planned to buy such a system within the next 2 years 
(DesRoches et al., 2008). Physicians most likely to have EHR systems belonged to large practice groups, 
hospitals, or medical centers. Cost has been described as a barrier to purchasing such systems. The impact 
of the 2010 federal health-care reform legislation supporting technical assistance for primary care 
providers in establishing EHR systems should be studied. 

Reimbursement for Electronic Communication: Fact or Fiction 

Many physicians continue to be concerned that they cannot bill third-party payers for Internet 
communications with patients. Although specific reimbursement policies vary from insurer to insurer, in 
2008 the American Medical Association’s Current and Procedural Terminology was revised to allow for 
billing for online patient services. Online services have a designated code that can be used once per episode 
of care over a 7-day period and can include any follow-up issues, including prescriptions, laboratory 
services, and ordering of imaging studies (Porter, 2008). 

Looking to the Future 

Primary care delivery capacity, evolving HIT platforms, and demographic and market forces will shape the 
future use of the Internet as a vehicle for extending health care beyond the clinical practice setting. Recent 
studies show that the delivery and support of care through web-based platforms can increase patient and 
provider satisfaction while decreasing cost. As these web-based platforms continue to grow, developers 
should keep in mind the importance of the input of patients and their caregivers in the creation of these 
products. 
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